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ABSTRACT 
The utilization of cyber technology in our public and private lives has subsequently 
increased our vulnerabilities to cyber crime. These vulnerabilities require more current 
and reliable security systems to protect our expanding cyber technology. Even if federal 
agencies adopt policies and procedures designed to protect the privacy of sensitive 
electronic information, that information could still be compromised if the security of the 
Internet servers, operating systems and software applications involved are inadequate. 
The rash of hacker attacks, Web page defacement and credit card information being 
posted on electronic bulletin boards can make many organizations reluctant to conduct 
sensitive transactions involving personal or financial data over the Internet. The goal of 
a cyber-terrorist is to disrupt the efficient and routine function of a community [8]. Much 
of modern life depends on computers and computer networks. For many people, the most 
visible interaction they have with computers is typing at the keyboard of the computer. 
The purpose of the research is conducting an investigation with a view to identifying 
organizations vulnerability to cyber attacks and proffer solutions minimizing cyber 
terrorism. The findings from this research revealed that all of the organizations had 
some of the defense mechanisms recommended for a cyber security system; however only 
a couple (2) of the organizations had all of the defense mechanisms identified in the 
framework model. This leads to the recommendation of each organization re-assessing 
their cyber security needs and existing security systems.  
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INTRODUCTION 
Shock and panic often face society with the 
strike of terrorist activities. The randomness 
and scale of attacks, causes great disbelief 
and outrage. The anxiousness raised in 
anticipation of an attack, and the fear that is 
generated after the execution of an act of 
deliberate violence, weighs heavily in the 
hearts of all nations. Historically, American 
society has been faced with a variety of 
threats: cold war, world war, racism, civil 
war, the great depression, segregation and 
terrorism. Although many can now be 
considered “history,” these threats have 
often received widespread public and media 
attention while in their “prime.” The 
emergence of the computer age, however, 
has brought about change to a familiar and 
much feared threat. Unfortunately, this new 
threat has not fully gained the attention of 
our more informed and educated populace. 
The new threat is cyber terrorism. Cyber 
terrorism, as defined by the F.B.I., as “the 
illegitimate use of force or violence against 

persons or property to intimidate or coerce a 
government, the civilian population or any 
segment thereof, in furtherance of political 
or social objectives through the exploitation 
of systems deployed by the target”[7]. The 
events of September 11 2001 clearly showed 
the global impact that an organised terrorist 
attack could have on various sectors. It also 
raised an awareness of the possibility of 
future attacks and the various repercussions. 
Although the attack was mainly a physical 
onslaught, the notion that computers and 
networks were used to orchestrate such an 
attack is raised. 
Terrorism used to be synonymous with 
kidnappings, hijackings and bombings. 
However, in this the digital age, the concept 
of Cyber terrorism or the use of cyberspace 
to carry out terrorist activities has emerged. 
Cyber terrorism draws up images of eccentric 
extremists using computers to unleash a 
wave of disasters by shutting down 
emergency systems or causing malfunctions 
at nuclear plants.  
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The difficulty of understanding terrorist 
attacks as well as the fear created from the 
senseless and randomness of becoming a 
target [3]. The use of technology to facilitate 
attacks increases people’s fear due to the 
conceptual and connected nature of the 
channel. This brings the possibility of the 
impact of an attack being far wider. Across 
borders and timelines, attacks could be 
planned and orchestrated through this 
abstract medium of global networks. An issue 
that arises is whether computers, networks 
and cyberspace are instruments in cyber 
terrorism. 
Computers may be referred to as “weapons” 
as they act indirectly [9]. Just as guns cannot 
shoot themselves, and are considered 
weapons, should the same analogy not be 
applied to computers/networks? In the hands 
of an assailant, both guns and computers 
could cause irrevocable damage. Guns don’t 
kill people; rather it is the people that use 
the guns. The consideration in cyber 
terrorism should be the intention of the 
actor, not their choice of weapon or method 
of conveyance [2]. Therefore, the aim of the 
perpetrator plays a key role in determining 
the classification as cyber terrorism. 
BACKGROUND STUDY 
This section provides a background on the 
literature review of Cyber terrorism in 
relation to other terroristic activities as well 
as computer and network crime. The 
background serves to provide a context to 
cyber terrorism and thus, elaborate on the 
initial purpose of this research. Other 
literature can be consulted for more detailed 
overviews [4] [11] [5]. Cyber terrorism brings 
together two concepts – ie: The use of 
cyberspace and bringing about a reign of 
terror. Cyber terrorism thus encapsulates the 
use of computer and network technologies to 
promote extremist or aggressive tendencies, 
usually politically or socially motivated which 
leave a forceful or even brutal impact. 
Cyber Terrorism 
The most cited definition of Cyber terrorism 
is Denning’s testimony before the Special 
Oversight Panel on Terrorism. It states [4]: 
“Cyber terrorism is the convergence of 
terrorism and cyberspace, unlawful attacks 
and threats of attack against computers, 
networks, and the information… done to 
intimidate or coerce a government or its 

people in furtherance of political or social 
objectives..to qualify a Cyber terrorism, an 
attack should result in violence against 
persons or property, or at least cause enough 
harm to generate fear. 
Cyber terrorism refers to two basic ideas: 
cyberspace and terrorism. Cyberspace is an 
abstract realm and depicts the virtual world 
in which computers and networks operate in. 
Cyber terrorism can be seen as the unlawful 
use of force or violence against information, 
computer systems and networks to intimidate 
or coerce a government, the civilian 
population, or any segment thereof, in 
furtherance of political or social objectives. 
Whilst this definition provides a good 
introduction to the topic, it does address 
ordinary activities of computer abuse and the 
supportive role that computers and networks 
can have in facilitating terrorism in general. 
Thus, a discussion of cybercrime follows in 
order to clarify the field and place it in 
perspective with regards to assumptions and 
associated ideas. In addition, the proposed 
framework will discuss support functions that 
technology provides as well categorisation of 
cyber terrorist methods and practices in 
order to better argue the scope of Cyber 
terrorism.  
Cyber Security Systems  
The need for comprehensive and reliable 
cyber security systems is a reflection of our 
technological growth and reliance on cyber 
communications. Unfortunately, it doesn’t 
appear that comprehensive and reliable 
cyber security have been attained according 
to a survey by the Computer Security 
Institute in 2002, which reported that 90% of 
the respondents-most large corporations and 
government agencies-reported computer 
security breaches in the last twelve months 
[6]. Damage can be costly, such as the 
estimated $9 billion in damage worldwide 
from the 2000 “Love Bug” Virus [5]. The most 
important thing to recognize is the need for 
ongoing research and technology in 
developing cyber security systems [10]. Cyber 
technology has grown in society today. 
Considering the nature of the Internet to 
allow access to potential customers also 
allows access to unwanted cyber criminals, 
the dilemma about cyber security is 
understandable.  
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This doesn’t mean that individuals, 
companies or governmental agencies should 
just accept the potential threat without 
continued efforts to improve cyber security. 
In fact, the literature shows the contrary 
with an increased effort to research and 
develop more reliable security systems. Some 
of the researchers felt combining systems 
and or services were the solution. In her 
article “The Promise of All-In-One Security”, 
Jennifer Jones researched the trend of 
companies combining security systems for an 
expansion of security services. 
METHODOLOGY 
Survey research was the method of data 
collection used to assess the preparedness of 
organizations and nations to a cyber terrorist 
attack. The survey was based on the cyber 
security model (practical ideal type) 
developed in this work. The survey 
instrument developed for the assessment was 
constructed from the conceptual framework. 
In order to address the research purpose, this 
tool was the most appropriate methodology. 
Data Collection Method  
Survey research was used to gather data from 
10 organizations. Survey research is the most 
appropriate research method available to the 
social researcher who is interested in 
collecting original data for describing a 
population too large to observe directly. 
Surveys are also excellent vehicles for 
measuring attitudes and orientations in a 
large population. The use of a questionnaire 
to conduct survey research is the most 
appropriate method to use when time and 

money constraints, and sensitive subject 
nature, are a consideration [1]. The sample 
consisted of ten (10) organizations within 
Kano state, ranging in population from 5,000 
to 50,000. 
RESULTS AND DISCUSSION 
The particular job titles of those who were in 
charge of information technology were very 
diverse. These titles are as follows: Director 
of Information Technology, Director of 
Information Services, Director of 
Communication and Information Services, 
Information Technology Manager, Director of 
Information Systems, and Director of 
Management Information Systems. The 
number of information technology (IT) staff 
employed by the organization that responded 
to the survey range from 4 to 19, which 
calculates into an average of 10 IT staff per 
organization. Eight of the thirteen 
organization indicated that they contract out 
for some of their computer services. The 
most common types of services contracted 
out for were network services, hardware & 
software maintenance, application support 
and Internet access. Twelve of the 
respondents stated that cyber terrorism was 
a concern in their organization. When asked 
if their computer systems had experienced 
any security violations within the last year, 
nine of the thirteen respondents indicated 
that they had experienced security 
violations. Out of the nine that had 
experienced security violations, all indicated 
that a virus infection was the cause of the 
security violation.  

 
 
Table 1: Summary of Background Information 

Background Information  Frequency  # Indicating Yes  

General Information  ---  
Personnel directly involved in 

computer operations  
4-19  
Avg. 10  

Computer Related Information  ---  
Does your organization(s) Contract 

out for any computer services?  
8  

Is Cyber Terrorism a concern?  12  
Has the organizations received 

security breaches within the 
past year?  

9  

If yes, what types of violations 
have you experienced  

9  
experienced viruses  
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Computer security needs assessment 
Computer security needs assessment, as 
discussed in Chapter 3, consists of three 
stages. Those stages consist of the initial 
stage, development stage and the selection 
stage. The initial stage revealed that eight of 
the thirteen organizations had conducted
computer security needs assessment. All of 
those eight, everyone had gone on to the 
development stage. The needs assessment 
was done prior to development of the 
security policy. The third stage of the needs 
assessment was the selection stage. Six of 
the eights respondents indicated that they 
conducted the needs assessment prior to the 
selection of the computer security 
deployed by the organizations
organization have all of the components of a 
needs assessment in place.  

 
Figure 1: Summary of Computer Security Needs Assessment
 
Computer security policy 
Computer security policy can be divided into 
three stages. The initial stage identifies 
whether the organization has a computer 
security policy in place, the update stage 
identifies if the organization
policies in place update them on a regular 
basis, and the responsibility stage identifies 
if there are specific areas in the policies that 
discuss the roles and responsibilities of the 
organization and employees. In the initial 
stage, almost all (12 of 13) 
have computer security policies in place. In 
the second stage, all of those twelve that 
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if there are specific areas in the policies that 
discuss the roles and responsibilities of the 
organization and employees. In the initial 
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had policies in place nine (9) stated that they 
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(9) stated that they 
updated their security policies on a regular 
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security needs. The third stage 
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computer security policy includes 
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that have computer security policies in 
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Two (2) include procedures for network 
intrusion in their policy, Seven
procedures for computer backup in their 
policy and Five (5) include procedures for 
 

Figure 2: Summary of Computer Security Policy
  
Cyber security protection components 
The cyber security protection components 
consisted of five major deterrence 
mechanisms for protecting computer 
systems. Those protection components are 
intrusion detection systems, router security, 
firewall, anti-virus software, and password 
protection. In the area of intrusion detection 
system protection, Nine (9) of the Thirteen
(13) organization indicated that they utilize 
intrusion detection system. All Nine
the organization stated that the intrusion 
detection system provided twenty
hour/seven days a week (24/7) protection. 
Seven (7) of the Nine (9) organization
utilize intrusion detection system protection 
stated that it identifies alerts and presents 
all anomalous activity. Seven 
(9) organization also indicated that their 
intrusion detection system provides misuse 
detection. Seven (7) of the Nine
organizations stated that their intrusion 
detection systems also had router security 
protection included in them. Twelve
the Thirteen (13) organizations
they use firewalls. All of those twelve that 
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(2) include procedures for network 

policy, Seven (7) include 
procedures for computer backup in their 

(5) include procedures for 

restoration and classification of information 
in their policy. Only Two
organizations have all of the policy 
components in place.  

Summary of Computer Security Policy 

Cyber security protection components  
The cyber security protection components 
consisted of five major deterrence 
mechanisms for protecting computer 
systems. Those protection components are 
intrusion detection systems, router security, 

software, and password 
the area of intrusion detection 

(9) of the Thirteen 
indicated that they utilize 

intrusion detection system. All Nine (9) of 
stated that the intrusion 

detection system provided twenty-four 
hour/seven days a week (24/7) protection. 

organization that 
utilize intrusion detection system protection 
stated that it identifies alerts and presents 

 (7) of the Nine 
also indicated that their 

intrusion detection system provides misuse 
(7) of the Nine (9) 

stated that their intrusion 
detection systems also had router security 

uded in them. Twelve (12) of 
organizations indicated that 

they use firewalls. All of those twelve that 

use firewalls all stated that their firewalls 
control traffic entering and exiting the 
system. In response to what type of firewall 
each organization used, Three
that they use packet-filtering firewalls only. 
Four (4) of the organizations
use packet-filtering and stateful inspection 
firewalls. Four (4) of the 
indicated that they use application
firewalls only, and One (1) stated that they 
use packet-filtering firewalls and application 
proxy firewalls. The responding 
scored high in the area of anti
protection. All Thirteen 
use anti-virus software, and 
those respondents indicated that their anti
virus software automatically updates its 
antidotes. Nine (9) of the respondents stated 
that they run their anti-virus software daily, 
with the remaining Four 
the anti-virus software was at minimum run 
weekly.  
The responding organizations
in the area of password protection. All 
Thirteen (13) respondents stated that they 
use password protection.  
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All of those Thirteen (13) respondents, only 
One (1) indicated that they instruct 
employees to change their passwords every 
thirty days, Four (4) stated that they instruct 
employees to change their passwords every 
sixty days, Four (4) indicated that they 
instruct employees to change their passwords 
every ninety days, and Four (4) stated that 
they seldom instruct employees to change 
their passwords. Eleven (11) of the Thirteen 
(13) organizations indicated that they 
instruct organizations employees to use 
upper case letters, lower case letters, 
numbers, special characters or combination 
of both  and signs in their passwords. Five (5) 
of the Thirteen (13) organizations had all of 
the cyber security protection components in 
place. 
Computer system auditing  
The responding organizations scored low in 
the area of computer system auditing. Only 
Six (6) of the Thirteen (13) respondents 

indicated that they have a system auditing 
process in place. All of the organizations that 
have a system auditing process in place 
indicated that the audits are performed on 
regular schedule intervals. All Six (6) 
organizations also stated that if revisions 
were indicated by the audit, they have a 
system in place to implement any changes 
necessary. Six (6) of the organizations had all 
of the computer system auditing components 
in place. 
Computer incident response plan  
In the area of incident response, Nine (9) of 
the Thirteen (13) respondents indicated that 
they have incident response plans in place. 
All of those Nine (9) with plans in place, only 
Five (5) have tested their system in an 
organization drill or emergency situation. 
Seven (7) of the Nine (9) organizations with 
incident response plans in place, examine 
and modify its effectiveness against newly 
defined security threats.  
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